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Dear Ms Beach

Privacy legislation and duties of members of the University governing body

Thank you for your letter of 10 August 2004 requesting advice for the University Council on the implications of s16(1AA) of the University Legislation Amendment Bill 2004 (Bill) for the relationship between the duties of Council and relevant privacy legislation. I have noted in the briefing paper attached to your letter that Council seeks specific advice on the extent to which Council (and/or members of Council) can request or require University management to provide information concerning University operations, including names and details of staff who are the subject of misconduct proceedings under the University Enterprise Agreements.

Background

1 I understand that the University Legislation Amendment Bill 2004 is a response to the Federal Government's higher education agenda and is required to secure federal funding for universities in New South Wales. The Bill will amend the University of Newcastle Act 1989.

2 With the commencement of the Health Records and Information Privacy Act 2002 (NSW) (HRIPA) on 1 September 2004, the University of Newcastle is now required to comply with two pieces of privacy legislation. As noted in the briefing paper, the University has been required to comply with the Privacy and Personal Information Protection Act 1998 (NSW) (PPIPA) for some years.

3 With the commencement of the HRIPA, the PPIPA is amended so that 'health information' is regulated solely by the HRIPA. The University management and Council will need to review the University's privacy policy and training, if not already done, to incorporate the requirements of the HRIPA.

4 The PPIPA contains 12 Information Protection Principles (IPPs). The HRIPA contains 15 Health Privacy Principles (HPPs).

5 The PPIPA provides for approval of Privacy Codes. A draft NSW Universities Privacy Code was submitted to the NSW Privacy Commissioner by the NSW Vice-Chancellors Committee some years ago. However, this process has not progressed since 2002 and appears unlikely to be actively pursued.

6 I and the library research staff at Phillips Fox have been unable to find any privacy case law in the Administrative Decisions Tribunal of NSW (ADT) directly on the issue raised by Council. There have, of course, been a number of cases involving complaints concerning the use and/or disclosure of student personal information between universities and/or external bodies.

Assumptions

7 In preparing this advice I have made the following assumptions:

7.1 the personal information requested is held by the University and has been obtained ("collected") in accordance with privacy law

7.2 the information requested by Council cannot be provided in a de-identified way (and hence is not then personal information)

7.3 the information requested is not subject to some other enforceable obligation of confidentiality overriding the request of Council (eg a protected disclosure under the Protected Disclosures Act 1994, a contractual obligation with the provider of the information, order of the Independent Commission Against Corruption, court order etc)

7.4 the applicable University Enterprise Agreement or other industrial agreements do not restrain the provision of the personal information to Council either explicitly or by implication.

7.5 the person about whom the information relates has not specifically requested or agreed that the information be provided to Council

7.6 there is no actual or potential corrupt disclosure or use of personal information (offences under both the PPIPA and HRIPA).

Employment contract terms

8 As noted in 7.4 above, employment contracts may restrain the disclosure of some information about an employee to the Council or others in the University who are not the employee's line manager or relevant functional manager (eg payroll, workers compensation/rehabilitation or human resources manager). Explicit provisions in industrial agreements and employment agreements on this issue are rare. While I have not examined the University's Enterprise Agreements in detail, I have noted a reference to proceedings being "in camera" for some parts of the investigation of academic misconduct provisions unless otherwise agreed by the academic and the University.

9 General contractual and equitable legal principles may imply a restriction on the ability of the University to disclose some information about an employee. However, these common law restrictions will only arise by implication in circumstances where there is an implied confidence attaching to the information. The three basic legal tests to establish an implied confidence are:

(a) the information concerned is inherently confidential in its nature

(b) the information was provided to the University in circumstances that create an obligation to keep the information confidential; and

(c) the information was disclosed without the agreement of the employee.

10 The University through its publications or conduct by its human resources and/or managerial staff, may expressly or by conduct create a legitimate expectation by an employee that certain information about the employee will not be disclosed to others in the University. Staff handbooks, personnel policies, grievance guidelines and similar publications may give undertakings on this point.

Key questions

11 Subject to the assumptions outlined above, the key questions that need to be considered in this advice are:

11.1 Is the request in accordance with the functions of the Council?

11.2 If the request is by a member of Council, is the request for an improper purpose?

11.3 Does the personal information requested constitute "information or an opinion about an individual's suitability for appointment or employment as a public sector official" (an exception under the privacy law)?

11.4 What was the purpose of the University's initial collection of the personal information concerned?

11.5 Is provision of personal information by University management to Council "use" or "disclosure" by the University?

11.6 Does the request come within an exception under privacy law?

Is request in accordance with the functions of Council?

12 While the Bill sets out  a more detailed list of functions of Council under the proposed s16(1AA), this new section is in addition to the current s16(1A) which provides that the Council "has the control and management of the affairs and concerns of the University". The introductory wording to s16(1AA) also specifically states that s16(1AA) is not intended to limit the effect of the current s16(1A).

13 In assessing a complaint or in determining an application concerning the provision of personal information to Council, the Privacy Commissioner and/or the ADT will have regard to the functions of Council as set out in the amended University of Newcastle Act. In my view, there will need to be a reasonable connection between the reason for the request and one or more functions of the Council. In particular, there would need to be some justification for Council requesting information that will identify a student, member of staff or other individual as distinct to de-identified information or aggregated data.

14 The list of functions includes oversight of the University's performance, academic activities, risk management, policies and procedural principles and grievance procedures. In my view, these functions would provide a basis for Council requesting information on misconduct proceedings involving a member of staff or student where the proceedings raised concerns over the potential exposure of the University to significant litigation, compensation payments, suspension or termination of funding from external bodies or where the proceedings had become a matter of public controversy affecting the reputation and standing of the University.

15 The basic test that should be applied is the question "Is it necessary for the Council to have the specific personal information requested to exercise its functions?".

16 Depending on the Committee structure of Council, it may be appropriate for certain personal information to be provided to committee members but not to Council as a whole.

Request by individual members of Council

17 The Bill adds Schedule 2A Duties of Council members to the University of Newcastle Act. This schedule sets out specific duties of Council members including a duty to act in good faith and for a proper purpose, a duty not to improperly use their position and a duty not to improperly use information.

18 Accordingly, where a member of Council to request personal information for a purpose unrelated to their membership and/or role as member of Council, University management would be entitled to refuse to provide the information requested. In such circumstances it may also be appropriate for University management to advise the Chancellor as the member would be in breach of their duties under the Act.

Personal information about an individual's suitability for appointment or employment as a public official

19 Both the PPIPA and the HRIPA exempt from the definition of personal information and health information, "information or an opinion about an individual's suitability for appointment or employment as a public official".

20 Cases in the ADT that have considered this exemption have given a very broad meaning to the wording of this exemption. In Y v Director General, Department of Education and Training [2001] NSWADT 149, the Tribunal President O'Connor J found the exemption covered current employment and included disciplinary action.

21 This exemption does not mean that all employee records are exempted. It is a narrower exemption than that found in the Commonwealth Privacy Act. The personal information or health information must be information about a person's "suitability" for both prospective and continued employment by the University.

22 Nevertheless, a request by Council for personal information relating to a misconduct matter involving a University employee would, prima facie, fall within the exemption under both the PPIPA and HRIPA.

What was the purpose of the collection of the personal information by the University?

23 While subject to exceptions, the primary restraint on use or disclosure of personal information is the purpose for which it was collected.

24 The NSW privacy legislation retains a distinction between use and disclosure of personal information with different privacy principles and exceptions to these principles applying to use and to disclosure. The NSW Privacy Commissioner in his June 2004 submission to the review of the PIPPA, criticises this distinction, arguing that it is artificial and confusing.

25 As noted later in this advice, the provision of personal information to Council by University management may in some circumstance be "use" but in other circumstances will be a "disclosure".

26 Broadly speaking, apart from specific exceptions, the University must not use or disclose personal information unless the use or disclosure falls within the purpose of collection of the personal information or a directly related purpose or the use for a different purpose has been agreed to by the person concerned. The HRIPA requires that the directly related purpose must also be within the reasonable contemplation of the individual.

27 I do not see the amendments to the University of Newcastle Act following passage of the Bill affecting the application of these broad privacy principles limiting use and disclosure. The test here is not what are the functions and powers of the Council but what was the purpose of the collection of the personal information and the uses of this information disclosed to the individual at the time of collection of the personal information.

28 From the perspective of students and staff, unless advised otherwise, it is unlikely that they would expect their personal information to be provided to Council except for the purposes such as:

28.1 conferring an academic award or other academic matter requiring Council's approval

28.2 reporting, investigation and/or resolution of a serious matter, complaint or grievance or matter subject to public/media comment

28.3 approval of or notation of appointment to a senior position or role involving interaction with Council and/or senior university management (eg student union body executive)

28.4 consideration of submissions or comments by individuals or organisations on matters which a person would reasonably expect Council to have an interest or role.

29 If the request by Council for personal information does not come within the purpose disclosed or reasonably evident at the time of collection, in the absence of consent by the individual, the University management would not be able to provide the personal information to Council unless the request fell within one or more of the exceptions under the privacy legislation.

Is providing personal information to Council "use" or 'disclosure"?

30 This question is relevant in determining whether the Council's request falls within an exception under privacy legislation as the exceptions differ between use and disclosure.

31 The privacy legislation does not clearly define the meaning of each term. While it is often put that "use" is within an organisation and "disclosure" is provision of the personal information to persons outside of the organisation, this distinction is not always helpful.

32 The Privacy Commissioner and the ADT have considered this issue in a variety of settings. The approach taken has involved consideration of the nature of the personal information, the structure and complexity of the organisation, the degree to which the individual was advised at the time of collection of who might have access to the personal information and the purpose of providing the information.

33 As an example, in a recent case in the ADT the provision of psychological counselling records to other health care professionals within the same hospital was held to be a disclosure rather than a use (KJ v Wentworth Area Health Service [2004] NSWADT 84).

34 Provision of personal information to Council by University management in response to a request that was not directly related to one or more of the functions of Council would be a disclosure in my view.

35 Where the request was directly related to one or more of the functions of Council, the provision of personal information may still be a disclosure if the provision of that type of personal information was not something normally done by a University or not something that a student or staff member would have contemplated as a possibility.

Does the request come within an exemption under the privacy legislation?

36 Exemptions from compliance with the privacy legislation may arise from:

36.1 the information being deemed by the legislation not to be personal information

36.2 regulations under the Act, approved privacy codes, public interest determinations by the Attorney General and directions by the Privacy Commissioner

36.3 exemptions relating to specific privacy principles.

37 As noted earlier, personal information concerning the suitability of an individual for appointment or employment within the University is exempt from both the PPIPA and the HRIPA, as such information is not personal or health information for the purposes of both Acts.

38 The Privacy Commissioner can make a Direction under s41 of the PPIPA in relation to the application of the IPPs. A current Direction (in force until 31 December 2004 but has been renewed annually since 2000) is relevant to requests by Council for personal information. This Direction is the Direction on Processing of Personal Information by Public Sector Agencies in relation to their Investigative Functions. The Direction does not apply to health information under the HRIPA.

39 Under this Direction, "lawful investigation" is defined as "an investigation carried out by an agency under specific legislative authority or where the power to conduct the investigation is necessarily implied or reasonably contemplated under an Act or other law. It covers only those investigations which may lead to the agency taking or instituting formal action in relation to the behaviour under investigation. Such formal action may include, but is not limited to, prosecution, warning, cautioning, the administration of a penalty or the removal of a benefit or approval".

40 Accordingly, University management may provide personal information to Council if the provision of this personal information is "reasonably necessary for the proper exercise of the University's investigative functions in relation to a lawful investigation.

41 There are a range of exemptions from the privacy principles under both Acts. Unfortunately, the exemptions differ from principle to principle and from Act to Act. The majority of these exemptions will not apply to a request by Council.

Personal information

42 In relation to personal information requests by Council that are not otherwise permitted by the PPIPA (eg do not come within the purpose or directly related purpose of collection, relate to suitability of appointment or employment or relate to a lawful investigation), the most likely exemption that could be considered is s25 of the PPIPA – exemptions where non-compliance is lawfully authorised or required. In particular s25(b) provides that compliance with the restrictions on use and disclosure do not apply where "non-compliance is otherwise permitted or is necessarily implied or reasonably contemplated under an Act or any other law".

43 The breadth of this exemption has been criticised by the NSW Privacy Commissioner who argues that it should be narrowed to situations where the Act or other law expressly authorises non compliance or where there is a direct inconsistency between compliance with that Act or law and the privacy legislation.

44 In the context of the functions of Council set out in the University of Newcastle Act (once amended by the Bill), it would be possible to argue that where the provision of the personal information to Council was necessary to enable Council to discharge one or more of its functions, then the exemption under s25 of the PPIPA would apply. As highlighted earlier, the exemption would only apply if it was not possible for Council to discharge those functions with de-identified information.

Health information

45 HPPs 10 & 11 govern use and disclosure of health information.

46 In relation to health information requests by Council that are not otherwise permitted by the HRIPA (eg do not come within the purpose or directly related purpose of collection or relate to suitability of appointment or employment), HPPs 10 & 11 provide two grounds for exemption.

47 The first is the same as that outlined in 42 to 44 above (non compliance permitted or reasonably implied under another Act or law).

48 The second exemption applies where the University has a reasonable belief that unlawful activity has or may be occurring or that an employee has or may be engaged in conduct that may be grounds for disciplinary action. For this exemption to apply the use or disclosure of the health information to Council must be a necessary part of the investigation or reporting of the concerns to Council. Again the exemption would only apply if it was not possible to supply de-identified information to Council.

Conclusion

49 Subject to the assumptions set out earlier in this advice, I do not see the proposed Bill as further limiting the ability of Council to receive personal information from University management. 

50 The more expansive articulation of specific functions of Council under the Bill may assist University management in being able to supply personal information to Council in compliance with the privacy legislation.

51 The key issue for privacy law compliance is not what are the functions of Council but rather, what was the purpose of the collection of the personal information by the University and what would be the reasonable expectations of the individual concerned in relation to the use of their personal information by the University.

52 The functions of Council set out in the University of Newcastle Act and the proposed Bill provide a context for assessing whether the provision of the personal information requested to Council would come within either:

52.1 the purpose or directly related purpose of collection of the personal information; or

52.2 an exemption under either the PPIPA or the HRIPA.

53 I would suggest that for the purposes of privacy law compliance, the University management approach requests by Council for personal information using the following decision path:

(a) is the provision of the information in accordance with the purpose or directly related purpose of collection of the personal information?

(b) if NO, is the information requested information concerning the suitability of a person for appointment or employment with the University?

(c) if NO, is the provision of personal information necessary or could de-identified information meet the request?

(d) if NO, does the request fall within one or more of the functions of Council?

(e) if YES, does the request fall within one or more of the following exemptions?

· is provision of the information necessary to enable Council to perform one or more of its functions (ie the exemption where non compliance is authorised or necessarily implied by an Act or other law)

· if the information requested is personal information and not health information, is the provision of this information to Council a reasonably necessary part of a lawful investigation (s41 Determination exemption under PPIPA)

· if the information requested is health information, is the provision of this information to Council a necessary part of an investigation or reporting to Council as set out in 48 above (HRIPA HPP 10 & 11).

Once you have had an opportunity to consider my advice please let me know if there are any aspects that require further clarification or if there are any specific issues of concern to Council that have not been addressed.

Yours sincerely

	Tim Smyth
Partner

Direct +61 2 9286 8174

Email tim.smyth@phillipsfox.com
	


